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CHAPTER 1

Introduction to SecureSphere on
AWS

This publication is intended for administrators tasked with deploying an Imperva SecureSphere Web Application
Firewall (WAF) configured as a Kernel Reverse Proxy (KRP) in an Amazon Web Services (AWS) environment. It

assumes the reader has a working knowledge of AWS and details the configuration steps required to achieve a
successful deployment.

| |
| \=> “
= |

Note: This guide assumes the user conducting deployment has good working knowledge
\ | of AWS.

Deployment Overview 7

A Note for New SecureSphere Customers 7
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IMPERVA

Introduction to SecureSphere on AWS

Deployment Overview

This document describes deployment of SecureSphere on AWS in the order it should take place. It contains the

following:
Task/Subject Description
Understanding SecureSphere Provides an overview of Deploying SecureSphere in AWS, includes topology
1 Deployment in AWS on page 8 examples, and lists prerequisites.
Deploying the SecureSphere Provides instructions on how to deploy the SecureSphere Management
2 Management Server on page 14 Server once AWS infrastructure has been configured.
Deploying a SecureSphere Gateway | Once the license key has been uploaded, you need to deploy SecureSphere
3 on page 18 Gateways.
. . Once the SecureSphere Management Server has been deployed, you need
Licensing SecureSphere - to upload a license key to the Management Server before deployin
4 On-Demand on page 23 P ¥ J ploying
gateways.
Once the SecureSphere Management Server has been deployed, you need
4 Licensing Procedure - BYOL to upload a license key to the Management Server before deploying
gateways.
Configuring AWS Infrastructure on Provu.:les step-by-step |nstrL.Jc.t|ons on how to prepare and configure the
5 age 24 AWS infrastructure so that it is ready for the deployment of the
Pag SecureSphere Management Server and Gateway.
Post Deployment Review on page | After having deployed both the SecureSphere Management Server, you
6 39 should conduct a review to verify that you are ready to go online.
7 Patching AWS on page 41 Provides instructions on how to patch AWS SecureSphere deployments.

A Note for New SecureSphere Customers

Welcome to Imperva SecureSphere. If you are a new Imperva SecureSphere customer it is important to note that
intial SecureSphere setup in Amazon Web Services is complex, requiring both the setting up of a number of native
AWS components, as well as initial SecureSphere configuration.

Subsequently, it is important that you thoroughly review this guide and follow all required steps to get

SecureSphere up and running.

If you encounter difficulties during setup, you can refer to the section Troubleshooting on page 44. Additionally,
customers purchasing SecureSphere on AWS are entitled to Imperva’s standard support package. After purchasing
SecureSphere through AWS, you receive an email with instructions on how to contact support.

For more information on what this includes, please visit our website at www.imperva.com and under Support,

choose Technical Support.

SecureSphere on Amazon AWS Configuration Guide 7



CHAPTER 2

Understanding SecureSphere
Deployment in AWS

In AWS deployments, the SecureSphere Management Server, the SecureSphere Gateways, the protected web
servers and the Elastic Load Balancers (ELBs) — everything is virtual. Moreover, the Gateways are scalable: in
periods of peak demand, additional Gateways can be added to the Gateway Group and torn down when they are
no longer needed. The web servers too can be scaled in the same way, in response to changes in the volume of
traffic.

‘, | Notes:

‘ ‘

‘ | e SecureSphere is available for AWS only in a WAF KRP configuration.

——— e SecureSphere AMlIs are provided as Hardware Virtual Machines (HVM)

In AWS the Management Server holds the license for itself and the Gateways it manages. In order to enable auto
scaling, your license should allow the number of desired gateways; otherwise a perpetual or time-based license
must be acquired before being able to scale up.

Topology Overview 9

AWS Deployment Options 9

Deployment Example without SecureSphere 10
Deployment Example with SecureSphere 11
HTTP vs. HTTPS Support 12

System Prerequisites 12

AWS Configuration Checklist 13
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IMPERVA Understanding SecureSphere Deployment in AWS

Topology Overview

This section provides an overview of SecureSphere deployment in AWS and is meant to provide a model for
deploying SecureSphere in AWS to match your requirements.

The configuration described here deploys SecureSphere in an existing AWS web server deployment, with two
Availability Zones in the VPC.

Note: Configuration in this document includes two availability zones to illustrate
deployment which provides High Availability (HA). Users who don’t require High
Availability can deploy SecureSphere on AWS with one Availability Zone.

AWS Deployment Options

SecureSphere on AWS can be deployed in a number of configurations, as shown in the following table. Each row
represents a different deployment and its options.

AWS Deployment Options
i Gateways Internal ELB Web Servers
External ELBs y
S ing singl . -
. Gateway Group per pan.mng sihgle of Gateway Group within Availability Zone or
1 Single Availability Zone multiple spanning multiple Availability Zones
¥ Availability Zones P g P ¥
S ing singl
) Single Gateway Group spanning mpL?I?irr\)II:_g sihele or Gateway Group within Availability Zone or
multiple Availability Zones Availability Zones spanning multiple Availability Zones
Single Gat G S i ingl
. g e_ ? eway roup_ . pan_nmg sihgle or Gateway Group within Availability Zone or
3 Multiple spanning multiple Availability | multiple spanning multiole Availability Zones
Zones Availability Zones P & P ¥
ing singl
Multiole Gateway Group per rsnpjl:imlr;g sihgle or Gateway Group within Availability Zone or
4 P Availability Zone AvaiI:biIity Zones spanning multiple Availability Zones
VPC Peering across multiple VPCs, within a single region, across one or more AWS accounts. For more information,
5 see VPC Peering on page 38.

SecureSphere on Amazon AWS Configuration Guide 9



Understanding SecureSphere Deployment in AWS IMPERVA

Deployment Example without SecureSphere

The figure below shows a typical deployment before SecureSphere. It includes:
e Two availability zones
e An external Elastic Load Balancer
e Ascaling group for each set of virtual web servers
Clients
e~

o

Elastic Load

1"4;‘ Balancer
@

Wirtual | I
Web | I
Servers |

\ Virtual Private Cloud /
AWS Region

10 SecureSphere on Amazon AWS Configuration Guide



IMPERVA Understanding SecureSphere Deployment in AWS

Deployment Example with SecureSphere

The image below shows the deployment with SecureSphere. This example includes:
e Two availability zones

e Access for the SecureSphere Administrator, typically provided via a Windows Client installed from the AWS
Marketplace or a VPN

e Anexternal and two internal Elastic Load Balancers

e Ascaling group for SecureSphere Gateways

e Ascaling group for each set of virtual web servers

e A NAT Instance (or any other technology that provides external access)

e A Windows client to provide access to the browser based SecureSphere user interface

Clients SecureSphere Administrator
e
-~ —

v

Internet -
m Gateway \

) NAT  Windows
External Elastic Instance client
Load Balancer
N SecureSphere N
] Virtual 1|
| Management |
Server
4 I
— b — ] — — o o & o — — — — -
SecureSphere I I I
Virtual Gat
TR _ = lScaIing orou e e == —_ |
| T i I
| Internal Elastic I I Internal Elastic I
I Load Balancer I I Load Balancer, |
| | | |
| | | |
Virtual I I I I I
Web | . 1

SErvers I I I I I I

| L Scaling group 1 J I I L Scaling group 2 l
| R | [ P — |
N ity Zonet Mo iy zone2 S

\ Virtual Private Cloud /
AWS Region

Please note that this is not the only deployment possibility. There are others: for example, a single internal ELB
might be used for the web application servers (though this is not recommended for the reasons set out in
Minimizing Traffic Costs and Delays on page 39) or several different applications might be deployed behind the
SecureSphere WAF.

\ - | Note: The SecureSphere Virtual Management Server is in a private subnet, not a public
\ | subnet. See Subnets on page 29 for a more detailed diagram, and Windows Client -
‘ | Connecting to the SecureSphere Management Server on page 16 for information on the
connection from the SecureSphere GUI Client to the Management Server.

SecureSphere on Amazon AWS Configuration Guide 11



Understanding SecureSphere Deployment in AWS

IMPERVA

HTTP vs. HTTPS Support

Configuration described in this guide is based on a deployment where HTTPS communication is terminated at the
External ELB, meaning that all traffic within the VPC is via HTTP. SecureSphere also supports full HTTPS traffic within

the VPC.

The configuration below is relevant when working with HTTPS within the VPC.

To configure HTTPS support, you must:

e  Configure a listener to HTTPS in the Load Balancer window.

e Upload an SSL certificate to the Load Balancer.
e Set the Instance Protocol to HTTPS.

Please note that using HTTPS will significantly impact performance, and traffic will be limited up to 100Mbps.
Therefore, if using HTTPS it is recommended to use the SecureSphere AV1000.

System Prerequisites

Before beginning the deployment, you need obtain the following:

Component

Definition

Amazon Account ID

Amazon Username and Password

You will get these when you open your account with Amazon
Web Services.

The user who will perform the SecureSphere deployment should
be defined as a Power User and granted the minimum required
privileges for configuring the VPC and instantiating the
SecureSphere Management Server, Gateway and the other
components. See the Amazon |IAM (ldentity and Access
Management) documentation for more detailed information
about defining users and their privileges.

Amazon Access Key and Amazon Secret Key

These are the Amazon Security Credentials.

SecureSphere License File

Obtained via e-mail after purchasing SecureSphere directly from
Imperva.

You will need a license that will cover the Management Server

and all the Gateways you plan to deploy, including Gateways to
be scaled-up in the future. The license must be installed on the
Management Server before you can deploy Gateways.

See Licensing for information on SecureSphere AWS licenses.

SecureSphere License Key

Obtained in the same e-mail as the license file, after purchasing
SecureSphere directly from Imperva. A SecureSphere license key
is required when deploying the SecureSphere Management
Server and Gateway via Cloud Formation.

12
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IMPERVA Understanding SecureSphere Deployment in AWS

Component ‘ Definition

These files are downloaded from the Imperva FTP site. You need
these files to create AWS stacks. These files are in JSON format.

The possible AWS setups and their corresponding template files
are as follows:

e DAM Gateway:
SecureSphere-DAM-Gateway-AWS-CloudFormation-<Secur
eSphere-Version>-BYOL.json

e  WAF Gateway:
SecureSphere-WAF-Gateway-AWS-CloudFormation-<Secur

eSphere-Version>-BYOL.json

SecureSphere Cloud Formation Template Files .
e Management Server, single mode:

SecureSphere-Management-AWS-CloudFormation-<Secure
Sphere-Version>-BYOL.json

Notes:

e  Making changes to the original JSON files provided by
Imperva beyond what is instructed in this document is not
allowed. Any changes to these files without being approved
by Imperva will not be supported.

e  For GovCloud deployments, you need special template
files. For more information, see Gov Cloud Template files.

In addition, you must ensure that your AWS Service Limits enable you to configure a sufficient number of instances
and other resources for your specific deployment. Running out of instances in the course of the deployment will
cause unnecessary delays. For more information, refer to the AWS documentation.

, -
v 7

Note: This guide assumes that your application web servers are already deployed in AWS.

AWS Configuration Checklist

If you already have your AWS environment set up, you must confirm that all the items in the checklist below are
properly configured. Failure to do so can lead to difficulties in getting your SecureSphere deployment to work.
More details are given in the Configuring AWS Infrastructure on page 24 chapter.

Configuration Step

Determine which AWS components you will need and confirm that your

1 Design the deployment. AWS Service Limits enable you to configure them all.

Make sure that the VPC exists and the web servers are already deployed in
2 Create the VPC. it. If this is not the case in your deployment, create the VPC at this point. For
more information, see VPC (Virtual Private Cloud) on page 27.

Create a subnet for each group of AWS components. For more information,

3 Create the subnets. see Subnets on page 29.

Key pairs are used to launch instances and to connect to them. For more

4 Create a key pair. information, see Key Pair on page 31.

SecureSphere on Amazon AWS Configuration Guide 13



Deploying the SecureSphere Management Server IMPERVA

Configuration Step

Use either a NAT instance or an HTTP Proxy to enable routing traffic from
the Management Server and Gateways to the internet (for example, for a
5 Enable Internet Connection. syslog server), and to notify AWS of the success or failure of instance
creation. For more information, see NAT Instance on page 31 and HTTP
Proxy on page 32.
An AWS route table corresponds to the route table of a physical router. For
6 Update route tables. more information, see Route Table on page 33.
7 Create Elastic Load Balancers. See Elastic Load Balancer "Elastic Load Balancers" on page 34 .
8 Elastic IP Addresses See Elastic IP Address on page 35.
. A security group corresponds to an internal firewall. For more information,
9 Create security groups. see Security Groups on page 36.
10 Elastic IP Addresses See Elastic IP Address on page 35.
i A security group corresponds to an internal firewall. For more information,
1 Create security groups. see Security Groups on page 36.

Deploying the SecureSphere
Management Server

To deploy a SecureSphere Management Server, you must set up a Management Server stack in AWS. Before
commencing, make sure you have implemented the System Prerequisites. For more information, see System
Prerequisites on page 12.

Setting up a Management Server Stack 14

Windows Client - Connecting to the SecureSphere Management Server 16

Sealed CLI 16

Terminating a Management Server 17

Setting up a Management Server Stack

Note that setting up a stack is an operation conducted entirely in Amazon Web Services. The following procedure
represents the most up-to-date AWS configuration. Imperva is not responsible for any changes that Amazon may
make in their configuration.

To set up a SecureSphere Management Server stack in AWS:
1. Inyour browser, navigate to your Amazon Web Services page, and log in using your AWS account information.

2. Under Deployment and Management, click CloudFormation. The CloudFormation page appears.
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Click Create Stack. The Select Template page appears.

4. Under Stack, enter a name for your new Management Server stack.

Under Template, select Upload a template to Amazon S3 and click Browse. The File Upload dialog box

appears.

6. Navigate to the management server json file
(SecureSphere-Management-AWS-CloudFormation-<SecureSphere-Version>-BYOL.json) on your computer,
then click Open. The dialog box closes.

In the Select Template page, click Next. The Specify Parameters page appears.

Enter values for the parameters in accordance with the table below. Click Next. The Options page appears.

Optional - Under Tags, for Key enter Name, and for Value enter the name you gave the stack.

10. Click Next. The Review page appears, summarizing the values for the parameters of your new stack.

11. Review these values to ensure they are correct.

12. Check the box I acknowledge that this template might cause AWS CloudFormation to create IAM resources.
Click Create. The CloudFormation page appears, showing the progress of the creation of your new stack.

Management Server instance

parameters

AvailabilityZone

Description

Specify the Availability Zone in which the Management Server is to be instantiated.
For example: us-west-1a.

DNSDomain

The default is to use Amazon’s DNS server domain, but you can specify another
domain.

DNSServers

The default is to use Amazon’s DNS servers, but you can specify the IP addresses of
other servers.

ImpervalicenseKey

This license key is provided in the Imperva license email you receive after activation.

InstanceType

Specify the AWS instance type, for example m3.large.

KeyPairName

Specify the name of the key pair to be used when accessing the Management Server
with SSH.

The name of a SecureSphere administrative user who will be accessing the
Management Server using CLI commands.

NewUserName . . . . .
Note: The user will authenticate using the key pair (see the KeyPairName parameter
above).
The default is to use Amazon’s NTP servers, but you can specify the IP addresses of
other servers.

NTPServers Note: It is strongly recommended that you configure the NTP servers on the AWS

instances in accordance with Amazon's instructions. Failure to do so can cause AWS
permission issues in the long term.

PrivatelPAddress

The IP address to which SecureSphere administrators will connect in order to
configure SecureSphere. If you use the default, the IP address will be assigned by
AWS DHCP.

SecurePassword The password used for Gateway-Management Server communication. The same
password must be entered when configuring the SecureSphere Gateways.

SecurePasswordRetype

Subnetid Specify the ID of the subnet in which the Management Server is to be instantiated.
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Management Server instance

Description
parameters
SystemPassword

The password used by the Management Server to access the SecureSphere database.
SystemPasswordRetype

The timezone of the Management Server in POSIX format. A list of valid time zone
formats is available at http://ill.php.net/manual/en/timezones.php

Timezone http://ill.php.net/manual/en/timezones.php. Click on the continent and enter one of
the time zones exactly as displayed there, for example, America/Halifax or
Africa/Nairobi. The default value is Israel Standard Time (IST), UTC +2.

Specify the ID of the VPC in which to instantiate the Management Server. For

Vpcld example: vpc-a0f832c5.

Windows Client - Connecting to the SecureSphere
Management Server

There are two possibilities for connecting a client to the SecureSphere Management Server and configuring
SecureSphere using the GUI:

Over a VPN — This method takes advantage of an existing internal enterprise VPN to provide security. For more
information, search for OpenVPN in the Amazon documentation.

Remotely running a Windows client within the VPC — This method uses Microsoft RDP. You will have to create a
Windows client instance and assign a key pair for this option.

Note: Windows clients are available in the Amazon marketplace.

Sealed CLI

The following commands are available in the Command Line interface (CLI) in On-Demand deployments.

Command Function

date Display the system date and time.

df Display file system disk space usage.
hades-show Display hades parameters.

hades-watch Monitor changes to hades parameters.

help List available commands and their parameters.
history Display command history.

hostname Display the system hostname.

ifconfig Display network interface settings.

impctl The Imperva SecureSphere command line control utility.
netstat Display network statistics.
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ping Send ICMP ECHO_REQUEST to network hosts.

quit Exit SecureSphere shell.

reboot Reboot the machine.

shutdown Shutdown the machine.

traceroute Print the route packets trace to network host.

patch-remote
export-local
export-remote
import-local
import-remote
gti-gw-remote
gti-remote
version

wget

Download and install SecureSphere patch from URL.

Export database to local file.

Export database and upload it to URL.

Import database from local file.

Import database from URL.

Download the Gateway's get-tech-info from the Management Server.
Upload get-tech-info to URL.

Display version information.

Test URL connectivity.

To obtain help for any of these commands (except exit), enter either of the following commands:

help <command name>

or

<command-name> -h

or

? <command-name>

Terminating a Management Server

Termination Protection is configured by default for Management Servers. To terminate a Management Server
instance, you must first turn off Termination Protection (Services > EC2) and then terminate the Management

Server.
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CHAPTER 3

Deploying a SecureSphere
Gateway

|
|

' Note: Before deploying the SecureSphere Gateway, install the Imperva license on the
‘» ‘<‘ Management Server and start the Management Server. For more information, see
|

| |

. L— | Licensing.

To deploy a SecureSphere Gateway in AWS, use Services > CloudFormation to create a stack, and upload the
Gateway Server template file available on the Imperva FTP site.

During the course of creating the Gateway instance, you will be asked to enter a number of parameters. Some of
these are the standard First Time Login parameters while others are specific to the AWS environment.

A Gateway should have exactly two NICs on different segments (subnets) in the same Availability Zone:

One NIC (eth0) is for monitoring traffic and should be facing the internal and external ELBs.
This interface cannot be on the same subnet as the Management Server.

The other NIC (eth1) is for management (including health checks) and communication with the SecureSphere
Management Server.

| \= | Note: In contrast to a physical deployment, in the AWS environment the Gateway is
| |
\ | configured so that management traffic is on ethl and monitored traffic is on ethO.
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A gateway, like any other EC2 instance is created by default with one NIC. You need to create an IAM user with
limited permissions to create the second NIC. Once you create this user, you are provided an AWSAccessKey and
AWSSecretKey which is described in the table below, which is then used to create the second NIC. Configure the
limited user in the IAM with the following permissions:

e ec2:DescribeSubnets

e ec2:AttachNetworkinterface

e ec2:CreateNetworkinterface

e ec2:DescribeNetworkinterfaces

e ec2:ModifyNetworkInterfaceAttribute
e cloudformation:DescribeStackResources
e iam:GetRole

e jam:PassRole

e autoscaling:DescribeLifecycleHooks

e autoscaling:PutLifecycleHook

e autoscaling:DescribeAutoScalinglnstances

Setting up a WAF Gateway Stack 19

Configuring a SecureSphere Gateway 20

Creating a SecureSphere Server Group and HTTP Service 20
Configuring KRP Rules 21

Configuring Operation Mode 22

Important Notes 22

Setting up a WAF Gateway Stack

Note that setting up a stack is an operation conducted entirely in Amazon Web Services. The following procedure
represents the most up-to-date AWS configuration. Imperva is not responsible for any changes that Amazon may
make in their configuration.

To set up a SecureSphere WAF Gateway stack in AWS:

1. Inyour browser, navigate to your Amazon Web Services page, and log in using your AWS account information.
Under Deployment and Management, click CloudFormation. The CloudFormation page appears.

Click Create Stack. The Select Template page appears.

Under Stack, enter a name for your new WAF Gateway stack.

vk W

Under Template, select Upload a template to Amazon S3 and click Browse. The File Upload dialog box
appears.

6. Navigate to the WAF Gateway json file
(SecureSphere-WAF-Gateway-AWS-CloudFormation-<SecureSphere-Version>-BYOL.json) on your computer,
then click Open. The dialog box closes.

7. Inthe Select Template page, click Next. The Specify Parameters page appears.

8. Enter values for the parameters in accordance with the table below. Click Next. The Options page appears.
9. Optional - Under Tags, for Key enter Name, and for Value enter the name you gave the stack.

10. Click Next. The Review page appears, summarizing the values for the parameters of your new stack.

11. Review these values to ensure they are correct.
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Check the box I acknowledge that this template might cause AWS CloudFormation to create IAM resources. Click
Create. The CloudFormation page appears, showing the progress of the creation of your new stack.

The SecureSphere Gateways are in effect reverse proxies for the internal ELBs, and the details of the web
application servers can be hidden from the Gateways. See the figure 4 in VPC for an example of this configuration.

Configuring a SecureSphere Gateway

Once you have configured AWS infrastructure, deployed the SecureSphere management server, licensed
SecureSphere, and deployed SecureSphere gateways, you then need to access SecureSphere via the SecureSphere
GUI and configure a number of items to get up and running. These items include:

Configuration in SecureSphere For more information...

Creating a SecureSphere Server Group and HTTP Service

1 Create a server group. on page 20

Define one or more KRP rules for the SecureSphere
2 Gateway, so that traffic is correctly directed to the Configuring KRP Rules on page 21
web servers.

3 Configure the Server Group’s Operation Mode. Configuring Operation Mode on page 22

For more information on configuring a SecureSphere gateway, see the SecureSphere Web Security User Guide. The
following sections describe configuration issues specific or particularly important in the AWS environment.

Creating a SecureSphere Server Group and HTTP Service

To create a SecureSphere server group and HTTP service:

1. Once the gateway has been deployed, access SecureSphere configuration via a web browser using the
following path: https://<Your Management IP address>:8083/ and log on.

Place all the Gateways in the same Gateway Group.

3. For each Gateway in the Gateway Group, create an alias. Give all the aliases in the same Gateway Group the
same name.

4. Inthe SecureSphere Main workspace under Setup > Sites, right click the Sites tree and click Create Server
Group.

5. Right click the new Server Group and click Create Service > HTTP Service.

See the SecureSphere Web Security User Guide for assistance with these tasks.
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Configuring KRP Rules

When defining a KRP rule in SecureSphere, the traffic should be directed to the internal ELB fronting the web
application servers.

If you choose the topology recommended elsewhere in this guide, then the internal ELB(s) should be in the same

availability zone as the corresponding Gateway group. In the image below, GW-Group-AZ1 should forward traffic to
ELBs in AZ1, while GW-Group-AZ2 should forward traffic to ELBs in AZ2.

On the other hand, if you choose a topology in which a single gateway group spans multiple availability zones, using
a single inner ELB, which means traffic can cross between availability zones, then the traffic should be directed
from that single gateway group to the single ELB.

To access KRP rule configuration, in the Server Group you created, create an HTTP service and select it in the Sites
tree. Click the Reverse Proxy tab. Then under Gateway IP alias, click New and configure the relevant details.

HTTP Service: Default Site > new > Also new

Hsave
Definitions || Operation || Reverse Proxy ” Applications ” ‘Applied Polices ]
—Reverse Proxy
| |Ga(eway IP Allas |+\8|Ga|eway Ports ‘Server Certificate Client Authentication Authorities |
arde om - - None -
|Prlnmy\+|“‘£xtemalﬂnsmama ‘URL Prefic Internal P / Hostname ‘Sewar Port ‘Encrym |cuam Certificate alidate Server Certificats | Client Authentication Ru\m;l
Ho data found
7] Report forwarded client IP in HTTP header
Header Name [3-Forwarded-For
—Ti Reverse Proxy.
7] Enable Transparent Reverse Proxy
[serverp [ [9[Ports Certificate Server Side Port Encrypt Server Connection
Ho data found
— URL Rewrit

In an AWS deployment, in the field Internal IP / Hostname, enter the AWS DNS Name of the internal ELB rather
than an IP address, because the internal ELB’s IP address may change from time to time. You can see the DNS Name
in Load Balancers under EC2 Dashboard > Network & Security.

\ | Note: In order to avoid the ELB health check failures, you need to create a default reverse proxy rule.
\ | If you want to automate the process, see Create Default Reverse Proxy Rule.

For more information about defining SecureSphere KRP rules, see the SecureSphere Web Security User Guide.
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Configuring Operation Mode

There are three operation modes:

e  Active: SecureSphere monitors traffic and apply policies. This means that alerts are generated and traffic is
blocked when required by a policy.

e Simulation (default): SecureSphere simulates monitoring, that is, it monitors traffic and generates alerts and
violations, but does not block traffic. It is recommended to use simulation mode when SecureSphere is learning
traffic.

o Disabled: SecureSphere neither monitors nor blocks traffic. Traffic does not access the server. This mode
should be used only in exceptional circumstances, for example, for debugging.

Initially, after SecureSphere is first installed, it is configured in simulation mode. While in this mode, you can
identify suspicious traffic by examining whatever alerts are generated. At some point, you will want to switch to
active mode in order to block this traffic, some of which will be blocked by SecureSphere’s default security policies.
There will be a period of time during which you may wish to fine tune the policies, possibly defining new ones, in
order to adapt your configuration to your specific requirements, for example, to eliminate false positives.

To configure the operation mode:

1. Inthe Main workspace, select Setup > Sites.

2. Inthe Sites window, click the server group whose operating mode you want to modify.
3. Click the Definitions tab.

4. Select the desired Operation Mode.

5. Click Save.

For information on fine tuning your configuration, see the SecureSphere Web Security User Guide.

Important Notes

e Gateway Group Names: SecureSphere Gateway group names should not be changed after they are initially
defined. The reason is that scaled-up Gateways will continue to be assigned to the old group name.

e Auto Scaling: You can change the default auto scaling rules in Amazon CloudWatch if you find them unsuitable
for your specific environment. Auto scaling cannot be disabled, but you can configure the rules in such a way
that no auto scaling ever takes place.

e  Gateway Configuration Changes: Changing the configuration of Gateways is complicated by the need to
ensure that scaled-up Gateways receive the changed configuration rather than the previous one. To do this,
update the stack (Services > CloudFormation) with the changed values, then manually scale the Gateways
down and then up.
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CHAPTER 4

Licensing SecureSphere -
On-Demand

Your copy of SecureSphere On-Demand does not require a license. You can begin using SecureSphere On-Demand
immediately after you install and configure it.

After configuring SecureSphere, it is recommended that you notify Imperva of your contact details. To do this, go to
Admin > Licenses and click in the Amazon On-Demand Registration Form section.
‘ |

— | Note: SecureSphere supports both BYOL and On-Demand Licenses at the same time. If
| |

| your implementation uses both of these license types, they will both appear in the
| L—" | Management Server licensing window.

After completing the registration process, you will be have access to the following:

1. Imperva Support and Professional Services.

2. The full range of ThreatRadar feature included with SecureSphere On-Demand.
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CHAPTER B

Configuring AWS Infrastructure

The following sections — which assume a working knowledge of AWS on the part of the reader — describe the
special considerations in configuring a SecureSphere deployment in AWS, and provide suggested configuration
guidelines. However, since every deployment is unique, the reader should approach these guidelines with some
flexibility and be prepared to depart from them if warranted by the particular characteristics, requirements and
constraints of the specific environment.

The table below lists the required configuration steps to configure AWS Infrastructure.

Configuration Step

Determine which AWS components you will need and confirm that your
AWS Service Limits enable you to configure them all.

1 Design the deployment.

In the deployment described here, the VPC already exists and the web
servers are already deployed in it. If this is not the case in your deployment,
create the VPC at this point. For more information, see VPC (Virtual Private
Cloud) on page 27.

2 Create the VPC.

Create a subnet for each group of AWS components. For more information,

3 Create the subnets. see Subnets on page 29.

Key pairs are used to launch instances and to connect to them from outside

4 Create a key pair. the VPC. For more information, see Key Pair on page 31.

A NAT instance enables routing traffic from the Management Server and
Gateways to the internet (for example, for to a syslog server), and to notify
AWS of the success or failure of instance creation. For more information,
see NAT Instance on page 31.

5 Create a NAT instance.

An AWS route table corresponds to the route table of a physical router. For

6 Update route tables. more information, see Route Table on page 33.
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Configuration Step

7 Create Elastic Load Balancers. See Elastic Load Balancers on page 34.
8 Elastic IP Addresses See Elastic IP Address on page 35.

i A security group corresponds to an internal firewall. For more information,
9 Create security groups. see Security Groups on page 36.

AWS Console 26

VPC (Virtual Private Cloud) 27
Subnets 29

Key Pair 31

Enable Internet Connection 31
Route Table 33

Elastic Load Balancers 34
External ELB 35

XFF 35

SSL 35

Session Stickiness (Affinity) 35
Elastic IP Address 35

Security Groups 36

NAT Instance Security Groups 38
VPC Peering 38
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AWS Console

When you log in to AWS, the Amazon Console is displayed.

—

Services ~

Amazon Web Services

Compute & Networking

* Direct Connect
w Dedicated Network Connection to AWS

‘I“ EC2
Virtual Servers in the Cloud
-.i- Route 53

Scalable Domain Mame System

s VPC
iy

Isolated Cloud Resources

Storage & Content Delivery

o CloudFront
"g® Global Content Delivery Network

' Glacier
Archive Storage in the Cloud

53

Scalable Storage in the Cloud

‘ Storage Gateway
Integrates On-Premises T Environments with Cloud
Storage

Database
DynamoDB
Predictable and Scalable NoSQL Data Store
ElastiCache

= In-Memory Cache

RDS

Managed Relational Database Service

Redshift

Managed Petabyte-Scale Data Warehouse Service

Deployment & Management

CloudFormation
Templated AWS Resource Creation

CloudTrail

Uzer Activity and Change Tracking

CloudWatch

Resource and Application Monitoring
Elastic Beanstalk
AWS Application Container
? 1AM
Secure AWS Access Control
‘ OpsWorks

DevOps Application Management Service

Figure 1: Amazon Console

Analytics

.
-
~

o

=

Data Pipeline
Orchestration for Data-Driven Workflows

Elastic MapReduce

Managed Hadoop Framework

Kinesis
Reaktime Processing of Streaming Big Data

App Services

Q@

&
g

¢

&
]

CloudSearch

Managed Search Service

Elastic Transcoder
Easy-to-use Scalable Media Transcoding

SES

Email Sending Service
SNS

Push Notification Service
5Qs

Message Queue Service

SWF

Waorkflow Service for Coordinating Application Components

The Amazon Web Services you will be using in this deployment are the following:

LATEEE L ED SE R will be used in order to ...

Component

EC2 Create virtual servers in the Amazon Cloud. In this deployment, the web application servers
have already been created and deployed (see the figure in Deployment Example without
SecureSphere on page 10).

VPC Create a Virtual Private Cloud in which the deployment will be located. In this deployment, the

VPC already exists.

Cloud Formation

Create the SecureSphere Management Server and Gateways from templates provided by
Imperva.

Cloud Watch

Monitor the success / failure of the deployment itself and afterwards, events in the VPC.
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VPC (Virtual Private Cloud)

VPCs are configured by clicking Start VPC Wizard in the VPC Dashboard.

o

WP

Al VPCs [=]

VPC Dashboard

fiour WPCs
Subrnets

Foute Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Metamork ACLs
Security Groups

Customer 'LE'I.E"\.TJ}'".-
Wirtual Private Gateways
WP Connections

Your Virtual Private Clouds -

Start WPC Wizard Launch EC2 Instances

‘You are using the following Amazon YPC resources in
the US YWest (M. California) region:

W 1 VPC @ 1 Internet
Galteway
@ 2 Route Tables

& 2 Elastic IPs
@ 4 Security Groups

@ 0 Running
Instances

@ 9 Subnets
B 1 Metwork ACL
& 0 Customer Gateways

& D virtual Private
Gateways

= 0 YPN Connections

o
Your VPN Connections =
Amazon WPC enables you to use your

own isolated resourcas within the AWS

clawd, and than connect those ———
FRSOUFCES difectly T your owh [Create L

datacenter using industry-standard
encrypted 1Psec WPH connections.

Figure 2: Creating a Virtual Private Cloud
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Then the following is displayed once staring the VPC Wizard.

Create an Amazon Virtual Private Cloud

Salect a YPC configuration below

2 PG with a Single Public Subnet Only

TOUF MSEARCES FUR 0 8 private, isolated section of the AWS cloud with direct
socess to the Intsrnet, Netmork scosss control lists snd security groups can be
ss=d ko provide strict corgrol over inkound and outbound natmark trafic t
your ditances .,

VPE with Public and Private Subnats

In =ddition to corgaining a public subnet, this configurabion adds a pervate
submet mhaoses mstances are not addressable from the Infermet. [nstances in

b sitablish outhound connsctans to the Internat via the
public gubnet usng Mebsork Address Trandglabon.

WPEC with Public and Private Subnets and Hardware YPh
ACCRSS
Yrtual Frvate Hebwork o

ir datacanker - affer
ey direct acos

bebtwear
| bais
public sub

STAMCES N your Amazon WYF

Tour mstances run i a private, isolated section of the AWE cloud with a
private subnet whose instances sre not sddressabde from the Inbzenet. Yoo
can connact thiz p w submet to your corporate dabscanter via an IPsec
Yirtual Privwats Mafwork (WPH) tunns

Comtine |4

Creates: a /16 network with & /24 subnet. Publc
subnet instances use Elastio [Ps to sooess the

Inkmrnet,

Cancgl M

Intermiet
Mmoo 53, EC2,

SimpleDB, ARY

Public
Subneq

All the SecureSphere components should be instantiated in the same VPC as the web servers. Additionally, a
SecureSphere Gateway scaling group should span all the Availability Zones in which the web servers are located. In
this deployment, the VPC already exists, and consists of two Availability Zones (see Deployment Example with
SecureSphere on page 11).
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Subnets

Subnets are configured in VPC Dashboard > Subnets.

Clients SecureSphere Administrator
b el
S\t <
[y 1 -

\
[
~

\_/ Internet
Gateway J
. NAT Windows \l«
External Elastic Instance client Public Subnet
Load Balancer
| SecureSphere Virtual
I — Management Server
‘ ‘ ethd
Management Subnet 10.0.102.0/24 mgmt Management Subnet 10.0.2.0/24
ethl ethl
SecureSphere memt mgmt
Virtual o e== ] z - SR
Gaée::‘gs sthd in | “ | in etno
d d
Data Subnet 10.0.101.0/24 out | 3 = lout Data Subnet 10.0.1.0/24
g ™ g ™
Internal Elastic = Vee=d Internal Elastic
Load Balancer T ") LoadBalancer
Virtual —
Web ] =
Servers . a a .
\_Private Subnet 10.0.103.0/24 A Ny Private Subnet 10.0.3.0/24 /
\ Virtual Private Cloud 10.0.0.0/16 /
AWS Region
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ii Services v RAD E M. Califarnia v Help v
WP Create Subnet ¢ & 0
Al VPCs [=] «

viewing: | All Subnets E| ( :I £ < 1to 10 of 10 Tterns ¥ ¥

WPC Dashboard

 UIRTUAL PRIVATE Subnet ID State VPC ID CIDR Available IPs  Availability Zone Route Table
CLOUDS O] | subnet-17eGee?s (D available  vpc-4b7e7529  10.0.4.0/24 249 ug-west-1a nb-4bc3c829
our vPCs [ subnetO7cGesB5 @ available | wpc-db7e7529 | 10.0.1.024 | 250 us-west-1a b-2bc3c629
Subnets _

= subnet-4abd380c D available | wpc-4b7e7529 10.0.6.0/24 251 us-west-1c rth-4bc3c829
Route Tables
Internet Gateways [ | subnet0feGees? (D available  vpc-4b7e7529  10.0.3.0/24 251 us-west-1a rth-4bc3cg28 )
DHCP Options Sets [ subnet-al9dcBes @ available | wpc-4b7e7529 | 10.0.8.0/24 248 us-west-1c rb-2ac3c828 |
Elastic IPs [ | subnet-Otefeesé D available | wpc-4b7e7529 | 10.0.2.0/24 251 us-west-1a th-4hc3ca29

[ subnet-21585343 (D available vpe-e5fffdar? 10.0.0.0:24 251 us-west-1a rth-ac5258¢ce
= SECURITY -
Metwork ACLs [ | subnet-4d6d380b @ available  vpc-4b7e7529  10.0.5.0/24 251 us-west-1c rth-4bc3cE29 |
Security Groups [ subnet-511M033 D available  wpc-4b7e7529 | 10.0.7.0/24 250 us-west-1a rth-4ac3cE28

— UPN CONNECTIONS 0 Subnets selected

Select @ Subnet above
Customer Gateways | = B
wirtual Private Gateways
WRM Connections
2008 - 2013, Amazon Web Services, Inc, or its affiliates, All rights reserved.  Privacy Policy  Terms of Use Feedback

Figure 3: Creating a Subnet

The VPC should be configured with several subnets, for example as shown in the figure below.

The NAT instance and Windows client are located within a public subnet. While all other subnets are private, that
is, they are not directly accessible from the internet.

A Windows client needs to be separately added from the Amazon Marketplace. It is then used so the SecureSphere
Administrator can communicate with the SecureSphere Management Server.

f\/@‘ Notes:
=N/ AN

e A Gateway has two NICs, each one of which is connected to a different subnet in the same
‘ Availability Zone.

e The Gateway’s data interface cannot be on the same subnet as the Management Server.

This configuration forces all traffic to the web servers to pass through the SecureSphere Gateways. When the
deployment is complete, it is essential that you confirm that there are no alternate routes to the web servers that
bypass the SecureSphere Gateways.
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Key Pair

Amazon EC2 uses public—key cryptography to encrypt and decrypt login information. Public—key cryptography uses
a public key to encrypt a piece of data, such as a password, then the recipient uses the private key to decrypt the
data. The public and private keys are known as a key pair."

To log in to your instance, you must create a key pair in AWS, then specify the name of the key pair when you
launch an instance, and provide the private key when you connect to the instance.

Linux/Unix instances have no password, and you use a key pair to log in using SSH. With Windows instances, you
use a key pair to obtain the administrator password and then log in using RDP.

Key Pairs are configured in Services > EC2 Dashboard > Key Pairs.

You will need to define at least one key pair that will be used, for example, when you:

e launch aninstance, for example, a SecureSphere Gateway, Management Server or NAT instance
e  Connect to an instance, using SSH for example

If lost, the key file cannot be restored, so you must store the Key Pair file in a safe and secure manner.

Enable Internet Connection

Either set up a NAT Instance or a HTTP Proxy for each VPC.

NAT Instance

NAT Instances are used in this deployment in order to provide access to the SecureSphere Management Server and
Gateway from the public domain. However you can alternatively decide to use other means, such as an HTTP Proxy.

NAT instances are configured in Services > EC2 > Instances.

(=7

\\ | Note: For detailed information about NAT instances, refer to the Amazon documentation.
|
- |

1. Chooss AK I Chonse Instande Type A Coure Instancs 4, A0 Sorags 5. Tag Inslance 6. Condguen B8 curty Group 7. Raviaw

Step 3: Configure Instance Details

Configurs the instance 1o Sul your requirgrments. You can Bunth multple instances from the $ame AMI, réquest Spot Instances 10 take scvantape of the lawer pricng, 35500 &0 BCcess management role o the =
instance, and more

Mumber ef instances i 1

Purchasging option (| I Reguest Spot nstances
E
Natwork (] [Vpr-eSm4aT (10.0.0.01E) [=] | €| create new\rC
Subnet (] subnet-21565343(1000.0.0524) | ws-west-12 [=] Create new subnet
231 IP Agdressas avallable
Public IP [} D Automaticaly assign a public P address to your instances
M role (] Hone [=]
Shutdewn behavier | stap [=]
Enable termination protection (] T Protect against accidental tarmnaton

Monitaring i T Enabia Cloudwateh detaikad mor torng

Cancel  Previeus Review and Launch Mext Add Storage

Figure 4: Configuring a NAT Instance
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A NAT instance enables SecureSphere Gateways and Management Servers in the private subnets to access the
internet, for example, for syslogs, Imperva FPS services, and to notify AWS of the success or failure of instance
creation.

—

|
\ | Note: For information about configuring a Security Group for a NAT instance, see NAT
\

"‘ Instance Security Groups on page 38.

- ]

A NAT instance is located in a public subnet (see the figure in Subnets on page 29).

Additionally, in order to provide public access you need to configure the associated Security Group protocol with a
Source IP address of 0.0.0.0.

Protocol (i) Type (i) Port Range (Code) (i) Source (i)

Al traffic ] (Al | 0- 65535 1 ‘Custom P[] 0.000/0 Q

You should disable source/destination checking for the NAT instance, because it must be able to send and receive
traffic when the source or destination is not itself. For more information, search for Disabling Source/Destination
Checks in the Amazon AWS documentation.

HTTP Proxy

If your deployment includes an HTTPS proxy, you must edit the Gateway and MX JSON template files before
deploying it and specify values for the following parameters as appropriate to your configuration.

Parameter Definition

https.proxyHost The IP address or of the HTTPS proxy.

https.proxyPort The port number on the HTTPS proxy to which to send HTTPS traffic.
http.proxyUser The user name for the connection to the HTTP proxy.
http.proxyPass The password for the connection to the HTTP proxy.

.

\ \

\\ "‘ Note: HTTPS support is required in a proxy-only environment for AWS deployment.
|

| |
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Route Table

You need to set up the subnets' routing as follows:

NAT: The Nat subnet is public. It must be routed to the IGW.

Management Server: The Management Server subnet is private. Set the default route (0.0.0.0/0) to the NAT

subnet.

Gateway: The Gateway subnet is private. Set the default route (0.0.0.0/0) to the NAT subnet.

For deployments with a complex arrangement of subnets, it is recommended that you set up a route table
dedicated to the SecureSphere elements. The routing table for the private subnets (both Management Server and
Gateway) can be the same routing table.

Route tables are configured in Services > VPC > Route Tables.

WPC
All'VRCS [=]

WPC Dashboard

“our VPCS
Suonets

Route Tables
Intemet Gateways
DHCP Optons Sets
Elastic IPs

Metwork ACLS
Security Groups

Customer Gatewsny's
Wirtual Private Gateways
PN Connections

N AWS

VPC Dashboard

Create Route Table  Delete ¢ & @

Viemings | All Route Tables [+] (wpe-e5 14 1to2of2Ttems 3

Route Table 1D Azsociated With Main WPC
b-af25Gcd 0 Subriels Yas wpe-eafaa7 (10.0.0.0416)
¥ mb-ac5258ce 1 Subret Mo wpr-eafaa7 (10.0.0.0416)
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@ Route Table: rth-acS258ce _ I — B =
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ostinotion————————— gt loaws propogotea L actions 8
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0.0.0.0/0 igw-4a565d28 @ active Mo | Remove
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Figure 5: Create Route Table Window - Public Subnet Routing
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Figure 6: Create Route Table Window - Private Subnet Routing
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Elastic Load Balancers

Elastic Load Balancers are configured by clicking Create Load Balancer in Services > EC2 > Load Balancers.

ECZ Dashboard Create Load Balancer ¢ & e

Events 1

Tags viewing: | All Load Balancers El' € € nvontems » 3|
- "1 Load Balancer Name DNS Name Port Configuration

nstances

Spot Requests Mo ltems found.

Reserved Instances

"

Create a New Load Balancer Cancal X

Thizs wizard will walk you through setting up a new load balancer, Begin by giving your new load balancer a unique name so
that you can identify it from other load balancers yow might create. You will also need to configure ports and protocols for
your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your ECZ instances,
By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer Mame:  [MylnnarELS

Create LB inside: |0 o5miE7 (IDOO0ONE) [=)

Create an internal load balancer: [ (whae's this?)

Listener Conflguration:

Load Balancer Protocol Load Balancer Port

Instance Protocol Instance Port  Actions
HTTR =] HTTF al [ Removs |
HTTP [=] HTTP [+] |

Figure 7: Create an Elastic Load Balancer

In the deployment shown in Deployment Example without SecureSphere on page 10, there is only an external Load
Balancer fronting the web servers.

In the deployment shown in Deployment Example with SecureSphere on page 11, you will need three ELBs: an
external ELB to balance traffic between the SecureSphere Gateways in the two Availability Zones, and an internal
ELB in each Availability Zone to balance traffic among the web servers in that Availability Zone.

[ | Notes:

\

w . ‘\ e  The Availability Zones selected in the ELB should be public subnets (with IGW routing).
|
=l e ltis strongly recommended that you configure the ELBs to work in HTTP mode, and not TCP mode, as

TCP mode could have a negative impact on the WAF functionality.
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External ELB

This topic addresses details regarding the following items:

DNS 35
Health Check 35

DNS

After completing the deployment you must associate the DNS entry for the web application with the external ELB.

Health Check

When configuring the external ELB’s Health Check, you must set the Ping Protocol to TCP and the Ping Port to 80.

XFF

Because the external ELB is in effect a Reverse Proxy, XFF should be enabled in SecureSphere. For more
information, see Supporting Web Load Balancers in the SecureSphere Web Security User Guide.

SSL

It is recommended, for performance reasons, that SSL be offloaded to the external ELB. For more information, see
Adding SSL Keys in the SecureSphere Web Security User Guide.

Session Stickiness (Affinity)

If the web application does not maintain its own session cookies, then an ELB can be configured — by defining a
stickiness policy in the AWS Console —to insert its own cookie to bind subsequent requests from the same user to
the same web application instance.

Elastic IP Address

Elastic IP addresses are configured in Services > EC2 > Elastic IPs.
An Elastic IP address is a publicly available IP address, enabling access from the internet.

e |f you are connecting to the Management Server from a Windows client using RDP, you should define an Elastic
IP address for the Management Server.

e If you are connecting to the SecureSphere Management Server over a VPN, you may not need to define any
Elastic IP addresses.
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Security Groups

A Security Group acts as a firewall for instances, for example, for the SecureSphere Gateway instance.
CloudFormation automatically creates two Security Groups: one for the Management Server and another for the
Gateways. You may wish to modify the automatically-created Security Groups, for example, to protect ports other
than the default port 80.

VPC Create Security Group

All VPCs [=]

viewing: VPC Secunty Groups z]

VPC Dashboard

Name

VPC Description

No records found
Your VPCs
Subnets
Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

Customer Gateways
Virtual Private Galeways
VPN Connections

Figure 8: Creating a Security Group
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The following diagram shows the Security Groups that should be defined for the deployment depicted in
Deployment Example with SecureSphere on page 11.
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Y
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Figure 9: Security Groups

Security Group Rules
Windows Client/NAT Allows permitted outbound traffic to access the internet and responses to that
1 Instance traffic to enter the VPC (see NAT Instance Security Groups on page 38 below).

Accepts traffic from the internet and sends traffic only to the SecureSphere

2 External ELB Gateways.

Sends and accepts SSH and inbound HTTP traffic from the SecureSphere
administrator, either over a VPN or a remote client (see Windows Client -
Connecting to the SecureSphere Management Server on page 16).

Managemen rver . .

3 anagement Serve Sends and accepts traffic from the SecureSphere Gateways it manages, as well as
the enabled external systems, for example, imperva.com, the Imperva Cloud, syslog,
etc.

Sends and accepts SSH from the SecureSphere administrator, traffic from the
4a Management Server, as well as the enabled external systems, for example,
ab Gateways imperva.com, the Imperva Cloud, syslog, etc.
Sends and accepts traffic to the internal ELBs.
5a Accepts traffic only from the SecureSphere Gateways and sends traffic only to the
Internal ELBs
5b web servers.
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Security Group

Typically, accepts and sends traffic only from/to the internal ELBs, but other rules
Application web servers are possible as well as long as the only publicly-available path to the application
web servers is through the SecureSphere Gateways.

6a
6b

You may find it necessary to adjust these rules for your specific deployment. In addition, you must take care that
the Security Group rules are synchronized with changes to the configuration, for example, when new services are
added.

NAT Instance Security Groups

Configure the NAT instance Security Group as described in the table below in order to allow the NAT instance to:
receive internet-bound traffic from the private subnet
receive SSH traffic from your network

send traffic to the internet, which enables the instances in the private subnet to get software updates

the private subnet TCP 80 Allows inbound HTTP traffic from servers in the private subnet.

the private subnet TCP 443 Allows inbound HTTPS traffic from servers in the private subnet.

the public IP address TCP 22 Allows inbound SSH access to the NAT instance from your network (over
range of your network the Internet gateway)

0.0.0.0/0 TCP 80 Allows outbound HTTP access to the internet.

0.0.0.0/0 443 443 Allows outbound HTTPS access to the internet.

Note: For detailed information about NAT instances and Security Groups, refer to the
Amazon documentation.

VPC Peering

In a situation where there is more than one VPC within the same region, there are Gateways on all the VPCs, but
only one Management Server on one of the VPCs, you use VPC Peering to enable communication between these
VPCs to enable the Management Server to connect with all the Gateways.

Note: A VPC with no NAT instance has no internet access, and VPC Peering alone does not solve this.
In order for SecureSphere to work across multiple VPCs, you must create a NAT instance for each
| VPC.
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Post Deployment Review

This section lists some of the issues you should review after completing the deployment.

Secure Access 39

Minimizing Traffic Costs and Delays 39
Scaling Rules / License 40
Cross-Region Load Balancing 40

IP Address Change 40

Secure Access

Ensure that the only publicly-available path to your application web servers is through the SecureSphere Gateways.

Minimizing Traffic Costs and Delays

You should configure your deployment in a way that reduces to a minimum the traffic flowing among multiple
Availability Zones. This has two benefits: you will avoid the extra costs as well as the delays associated with
cross-Availability Zone traffic. For example, if you have two Availability Zones, configure an internal ELB for each
Availability Zone (as in Deployment Example with SecureSphere on page 11) rather than a single internal ELB for
both.
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Scaling Rules / License

You should take care to configure the scaling rules to match your Imperva license, that is, to ensure that AWS will
not attempt to scale up SecureSphere Gateways beyond the number permitted by the license and to scale down
Gateways when their time-based licenses expire.

Cross-Region Load Balancing

If you require the capability to perform load balancing across Amazon regions, you should employ third-party tools
for this purpose.

IP Address Change

It may happen that the IP address of the SecureSphere Management Server changes, for example, after a crash or
after Amazon maintenance. If this occurs, the Gateways will be unable to communicate with the Management
Server until you manually restore the previous IP address.

You should enable detailed AWS monitoring so that you can respond in a timely manner to IP address changes and
other important events.
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Patching AWS

The procedure for patching an AWS SecureSphere deployment is different for Management Servers and for
Gateways.

For information on patching an AWS Gateway, see Patching an AWS Gateway on page 41.

For information on patching an AWS Management Server, see Patching an AWS Management Server on page 43.

Patching an AWS Gateway 41
Patching an AWS Management Server 43

Patching an AWS Gateway

Gateways are deployed using Cloud Formation. Because a Gateway instance does not store persistent data, it can
be created and destroyed by the AWS scaling mechanism. For this reason, directly patching a running Gateway
instance is not effective: new Gateways will not include the patch.

The patch procedure therefore consists of updating the scaling group (Cloud Formation stack).
To patch an AWS Gateway:
1. Back up your current CFN template as follows:

e Select the Cloud Formation stack.

e Click the Template tab.

e Save the template.

e Click the Parameters tab.

e Save the parameters.

This procedure is described in the AWS documentation.
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[ = >\ Note: If you are already running the maximum number of Gateways allowed by the
\ | Management Server license, the new Gateway will not be able to register to the
| | Management Server. You will have to take down one of the Gateways before continuing
- with this procedure. If you have a High Availability deployment and do not want to lose
High Availability functionality during the patch update, create an additional On-Demand
Gateway stack to handle the traffic during the update.

In Cloud Formation, select the Gateway stack.
Click Update Stack.

Click Upload a template to Amazon S3.
Upload the JSON file of the patch AMI.

Review the JSON parameters and verify them. The parameter values are carried over from the previous
version, and you can change them if required.

o vk wN

~

Password parameters are empty and you must select Use existing value to copy them to the new template.
In the Options screen, leave the default settings and click Next.

Check the box I acknowledge that this template might cause AWS CloudFormation to create IAM resources.
10. Click Update to start the patch installation.

11. The Gateway stack will now perform a “rolling update,” that is, it will take down one Gateway after another
and bring up a new instance (which includes the patch) in its place, by default at ten minute intervals until all
the Gateways are updated.

If for whatever reason you want to restore the previous version, update the Cloud Formation stack to use the
previous template and parameters and the stack will be updated, that is, restored to the previous unpatched
version.

For information on patching an AWS Management Server, see Patching an AWS Management Server on page 43.
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Patching an AWS Management Server

This procedure describes how to patch an AWS Management Server.

To patch an AWS Management Server:

1. Stop the Management Server (using the impctl teardown CLI command).
2. Create a snapshot of the Management Server.

3. Run the patch file using the patch-remote command, as follows:

patch-remote [-h] [--insecure] [--user USER:PASSWORD] [--proxy HOST:PORT]
[--proxy-user USER:PASSWORD] PATCH URL.

For details regarding optional download flags, see the table Optional Download Flags below.
4. When the installation ends, reboot the Management Server instance.
If for whatever reason you want to restore the previous version, you can do this from the snapshot.
For information on patching an AWS Gateway, see Patching an AWS Gateway on page 41.
Optional Download Flags

Name Description

--insecure Allows connections to SSL sites without certificates

--user USER:PASSWORD  Sets the server's usename and password

--proxy HOST:PORT Tells SecureSphere to use an HTTP proxy on the listed port
--proxy-user
USER:PASSWORD Defines the proxy's username and password
Patch URL address (e.g. ftp://ftp.imperva.com/SS_patch.enc).
Syntax example: SecureSphere> patch-remote --insecure --user
PATCH_URL my user:my password
scp://host_ip/tmp/SecureSpherevll.0.0-x86 64-Patch4 0.x.en
c
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Troubleshooting

This section includes some guidelines for troubleshooting deployment problems. The following information for
troubleshooting is available:

Troubleshooting Checklist 45
Troubleshooting Errors 46

Get AWS System Log 47

HTTP Health Check 48

Debugging a Failed Gateway 50

Collecting AWS Data for Troubleshooting 51
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Troubleshooting Checklist

The following is a list of items that you can check when trying to troubleshoot installation or operation of
SecureSphere on AWS.

Troubleshooting Checklist

Item to Verify Description

The AWS System Log lists errors encountered in AWS infrastructure and can

give an indication as to problems that may be occurring.

AWS System Log When experiencing issues during setup, it is recommended you examine this

log. For more information see Get AWS System Log on page 47

The NAT instance must be configured to enable outside access for a variety of
purposes. The following provides an overview of what needs to be configured
for the NAT instance:

e The MX and gateway must have a route table associated with the
subnets directing to the NAT Instance - e.g : "0.0.0.0 -> Nat instance id"

e The NAT instance must have a public route table connected to the

MX and Gateway have internet gateway - e.g. "0.0.0.0 - > igXXXX instance ID"

outside access Note that the gateway will probably be stuck (in "WaitCondition" state) as

part of the first time login if access is not be available
You must disable the source/destination check in the NAT instance.

For more information, see Amazon documentation on Disabling
Source/Destination Checks.

For information on configuring a NAT instance, see NAT Instance on page 31.

For SecureSphere to properly operate, there needs to be connectivity
between its various devices. When encountering issues you should check to
verify the below:

e  Security Groups: Needed for relevant ports between the MX, gateway
and ELBs. usually ports 8083, 22, 443, 80. For more information on
security groups, see Security Groups on page 36.

Connectivity between Devices | ®  Subnets and routing: Configured accordingly to allow access.  For
information on configuring subnets, see Subnets on page 29.

e  Elastic'sIPs: Must be configured to reach within the VPC. Alternatively
a VPN can be configured to allow for direct access from within your IP
addresses. For information on configuring Elastic IPs, see Elastic IP
Address on page 35.

The Elastic Load Balancer (ELB) must be configured to listen for the HTTP
protocol and forward HTTP traffic on the ports used by the SecureSphere
gateway and web servers. To verify this is taking place:

ELB is configured to listen to e  Make sure that the health check is configured per the recommended
and Forward HTTP Protocol guidelines. For information on the ELB Health Check, see Health Check
on page 35.

e  Check that ELBs show instances as in service (Health check are getting
response). For more information on ELBs, see External ELB on page 35
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Item to Verify Description

not been changed

Scaling Group is configured as
required and that scaling Scaling policies should be based on CPU and Throughput, for 5 minutes

policies applied there have polling interval.

KRP Rules are Configured

KRP rules must be defined so that the KRP will listen to the relevant port. The
server IP address should be the IP address associated with the relevant Inner
ELB name. For more information on KRP Rules, see Configuring KRP Rules on

page 21.

ec2_auto_ftl.log

Alog is available at /var/log/ec2_auto_ftl.log which contains an overview of
initial setup of SecureSphere listing the status of tasks including first tome
login, creating a new users, setting passwords, asset tag, timezone and more.

On-Demand customers can user the command ec2log to display the log file.

Troubleshooting Errors

The following is a list of errors that may be encountered and suggested resolutions to these errors

Problem Possible Cause

Instance creation fails
(ROLLBACK_COMPLETE)

The reason for the failure is available in the stack’s Services > CloudFormation > Events
tab.

The event shows the reason for the failure. If the event shows a WaitHandle Timeout
message, the NAT instance through which communication with AWS takes place may be
misconfigured, or the proxy is not configured properly.

Deletion of Management
Servers fails
(DELETE_FAILED).

Termination Protection is configured by default for Management Servers. To delete the
Management Server stack you must manually disable Termination Protection in Services >
EC2.

Instance creation of
Management Server fails
(ROLLBACK_FAILED)

When there is a stack creation failure for a Management Server, which is configured by
default with Termination Protection, rollback fails.

Failed connecting to
CloudFormation, validate NAT
Instance or Proxy
Configuration

Displayed in the AWS System Log, this error indicates there is a problem with the NAT
configuration. It is recommended that you check NAT settings as described in NAT
Instance on page 31.
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Get AWS System Log

The AWS System Log can contain information that will assist you in diagnosing problems you're encountering.

When encountering deployment issues, its always recommended that you download the AWS system log to see if
there are any messages.

To access the AWS System Log:
1. In AWS, under Instances, right click the Instance.

2. Under Instance Settings, Select Get System Log.

no AWS ~ Services v

EC2 Dashboard Launch Instance Connect  Actions Vv
4

Events

Tags () search - MX-VR2

Reports

Limits @ Name * Instance D - Instance Type - Ava
= 3 B MX-VR2-OnDemand Connect I-30dab2e7 c3 xlarge us-e
| Instances

Spot Requests Launch More Like This

Reserved Instances Instance State

Add/Edit Tags
AMI Image Altach to Auto Scaling Group
VIS

Networking
Bundle Tasks

ClassicLink » Change Termination Protection

= f 7 CloudWatch Monitoring » View/Change User Data
Volumes Change Shutdown Behavior

Snapshots

Figure 10: Get System Log
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The System Log opens in a separate window as shown below. in this example, the message states "Failed
connecting to CloudFormation, validate NAT Instance or Proxy Configuration." So to troubleshoot, you could
check NAT instance configuration as described in NAT Instance on page 31.

System Log: i-30dab2e7 (MX-VR2-OnDemand) X

Failed connectihg to CloudFormation, validate NAT instance

Figure 11: AWS System Log Example

HTTP Health Check

If the ELB Health Check is configured to use HTTP, the Gateway can be configured to periodically log the health
check and its "health status" in a cyclical log. The health check confirms that the connection through the External
ELB > Gateway > Internal ELB > Web Server path and back is up, using HTTP packets.

The log file is in the /proc/hades/http health check directory, and itis limited to 3,000 entries, after
which the entries are overwritten cyclically.

If you are using this feature, you should configure it for all Gateway stacks and Gateway Groups managed by the
Management Server.

To configure the HTTP health check:

1. Inthe Main workspace, select Setup > Gateways.

2. Select the Gateway group.

3. Inthe Details tab, open the Advanced Configuration section.
4

Enter the following text and the click Save.
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<http-health-check-monitoring>
<health-check-url url="<URL>" interval-sec="<n>" />
</http-health-check-monitoring>

For example:

<http-health-check-monitoring>
<health-check-url url="/healthCheck/health.html" interval-sec="300"
</http-health-check-monitoring>

Name

url

Description ‘

The URL of the host whose health is to be checked. You can define multiple
URLs, each one on a separate line.

Note: It is recommended you created a custom page for the Health Check URL
and not use a default page. Otherwise the log may fill up and it may be difficult
to identify relevant issues.

interval-sec

The interval in seconds between health checks.

Click Save.

The log entries contain the following information:

timestamp

details of the IP addresses and ports in the path

URL

status

To delete the HTTP health check:

W

In the Main workspace, select Setup > Gateways.

Select the Gateway group.

In the Details tab, open the Advanced Configuration section.

/>

Delete all the text between the opening and closing http-health-check-monitoring tags, so that all
that remains is the following, and click Save.

<http-health-check-monitoring>
</http-health-check-monitoring>
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Debugging a Failed Gateway

The Management Server monitors the AWS SQS for requests to terminate a Gateway, which can occur for one of 3
reasons:

e The Gateway instance failed an ELB health check.
e The Gateway instance was scaled down.
e The Gateway instance was manually terminated by the user.

In all of these cases, AWS removes the Gateway from the stack and scales up another Gateway in its place, and the
Management Server unregisters the Gateway, so that it is no longer counted against the license.

If the reason for the Gateway instance termination is that the Gateway failed an ELB health check, the following
events occur:

e  AWS delays terminating the failed Gateway instance for a pre-defined period (up to 30 minutes).

e The Management Server runs the get-tech-info command on the failed Gateway (rebooting the Gateway if
necessary) and stores the output file locally (on the Management Server).

e The Management Server requests that AWS terminate the failed Gateway instance.

The SecureSphere administrator can then review the get-tech-info file to determine the reason for the Gateway’s
failure.

If the reason for the Gateway instance termination is that the Gateway instance was scaled down or terminated by
the user, the Management Server does not generate a get-tech-info file but allows AWS to immediately terminate
the Gateway instance.

If more than one Gateway instance fails, the Management Server deals with them successively. There can be
complications in unusual circumstances, for example, if many Gateways fail at the same time and AWS terminates a
failed Gateway instance before the Management Server is able to run get-tech-info on it.

During the time a failed Gateway instance remains up pending the retrieval of its get-tech-info file and before AWS
terminates its instance, the string “Under_Log_Retrieval” is appended to its instance name.
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Collecting AWS Data for Troubleshooting

You can collect logs about the operation and status of the AWS environment that can help with troubleshooting.
You do this by running the aws-logs-remote command. SSH to the Gateway and enter the command into the CLI.

The command is to upload AWS logs and configuration to a URL. The syntax of the command is as follows:

aws—-logs-remote [-h] --protocol {ftp,http,https,scp} [--user USERNAME]
[--password PASSWORD] [--insecure] [--proxy HOST:PORT]
[--proxy-user USER:PASSWORD]
URL
mandatory upload flags:
--protocol {ftp,http,https,scp} upload protocol
optional upload flags:
--user USERNAME upload server user
--password PASSWORD upload server password
-—-insecure allow connections to SSL sites without certs
--proxy HOST:PORT <host[:port]> use HTTP proxy on given port
--proxy-user USER:PASSWORD <user]|[:password]> set proxy user and password
positional arguments:

URL upload URL address - where file will be sent (e.g. ftp.imperva.com/support/customer_id/,
192.168.1.8/home/user_name/file_name)
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Backup and Restore

This section review the process of backup and restore, as follows:

Backup 52
Restore 53

Backup

Backing up the SecureSphere Management Server EBS (the Management Server data) is performed by running a
Full System Export and then creating an AWS snapshot. These two actions should be coordinated as follows:

1. Create an Action Set of type Archiving.

2. To the Action Set, attach an action interface of type AWS Snapshot > Create AWS Snapshot.

3. Provide the Amazon credentials (Access Key ID and Secret Access Key) for creating the AWS snapshot.
4

Configure the Action Set as an Archiving Action in Full System Export (Admin > Maintenance > Export
Settings).

5. Schedule the Full System Export.
A system event is issued upon the completion of the Archiving Action.

These actions should be scheduled at regular and frequent intervals and run by a user whose permissions are
restricted to taking snapshots. The user must have URL access to the relevant Amazon Region in order to perform
the snapshot. See the Amazon documentation for detailed information about defining users and their privileges.

The snapshot is created in the AWS environment. Only the last two snapshots are saved.

SecureSphere on Amazon AWS Configuration Guide 52



IMPERVA Backup and Restore

Restore

This section reviews the various procedures involved with restoring a system and includes:

Management Server 53
Management Server EBS 53

Management Server

If the SecureSphere Management Server fails, you can restore it as follows:
To restore the SecureSphere Management Server:

1. Create a new SecureSphere Management from the AMI as described in Deploying the SecureSphere
Management Server on page 14.

2. Confirm that Management Server still has the same IP address; otherwise the Gateways will be unable to
communicate with it.

3. Restore the EBS from the snapshot, as described below.

Management Server EBS

If the SecureSphere Management Server EBS fails, it can be restored from the snapshot.
To restore the SecureSphere Management Server EBS:

1. In AWS EC2 > Snapshots, from the Snapshots page, right-click the snapshot from which to restore the
SecureSphere Management Server EBS.

Select Create volume.

In Type, select the appropriate volume type, for example, Standard volume.
In the Instances page, stop the Management Server.

Wait for the Management Server to shut down completely.

Locate the volume used by the Management Server in the Volumes page.
Right-click the volume and select Detach volume.

Locate the volume created from the snapshot and select Attach volume.

© 0N DU AW

Select the Management Server instance.
Select the Device /dev/sdal.
. Click Attach.

. Start the Management Server instance.

e e e
w N P O

. Connect to the Management Server using SSH.

H
E

Stop the Management Server with the impctl server stop command.

[EEY
(%2

. Import the export file that was created with the system export function. To import the file use the
full_expimp.sh utility.

16. The export file location in the snapshotis /var/tmp/server-backup.
17. Start the Management Server with the impctl server start command.

For more information on exporting and importing the SecureSphere configuration and on starting and stopping the
Management Server, see SecureSphere Administration Guide.
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Upgrading SecureSphere on AWS

This procedure describes how to upgrade SecureSphere on AWS from earlier versions to a later version. It reviews
the following topics:

Upgrading a Management Server 54
Upgrading a Gateway 56

Upgrading a Management Server

This is a multi-step process:
e  Bring up a second MX and install the new SecureSphere version on this MX
e  Export the MX configuration.
e Import the MX configuration to the second MX.
e Bring down the old MX.
Exporting the Management Server Configuration 55

Bringing Up a Second Management Server with the New SecureSphere Version 56

Importing the Management Server Configuration to the Second Management Server
56
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Upgrading SecureSphere on AWS

Exporting the Management Server Configuration

ol .
\ ,,/:}//ﬁ Notes:
| \‘\<f/7//\\‘ ‘

e In order to export the Management Server and conduct the upgrade, you must be using
‘ SecureSphere version 10.5 Patch 10 or newer.

e  You can upgrade from any version (from version 10.5 Patch 10) to any version.

To export the Management Server configuration, connect to SecureSphere via SSH, then  execute the following

command:

impctl platform export

The exported file is named UpgradeExport.tar.gz.zip.

--zip-password=<password>

A password to protect the exported file. Valid password must contain 7-14
letters, digitsor * ()-+= #%"*:/~.,[_]

--protocol=<protocol>

<protocol> can be one of:
local

nfs

ftp

cifs

s3

The table below lists the arguments required for each of the possible protocols.

Protocol Arguments Explanation

local --path

nfs --path --server server must be an IP address

ftp --server --user --password --path server must be an IP address. This argument is
optional.

cifs --server --user --password --path server must be an IP address

s3 --awsAccessKey —awsSecretKey --region --bucketName All the arguments are standard AWS parameters.
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Examples

The following are a number of examples for how to run the Upgrade.

impctl platform export --protocol=local --path=/tmp
--zip-password=<password>

impctl platform export --protocol=nfs --path=/tmp
--server 10.1.2.3 --zip-password=<password>

impctl platform export --protocol=ftp --server=10.5.6.7

--user=admin —--password=123456 —--path=/usr/tmp --zip-password=<password>
impctl platform export —--protocol=cifs --server=10.1.2.3

--user=admin --password=123456 --path=/usr/tmp --zip-password=<password>
impctl platform export —--protocol=s3 --awsAccessKey=[awsAccessKey]

--awsSecretKey=[awsSecretKey] --region=[region] --bucketName=[bucketName]

Bringing Up a Second Management Server with the New SecureSphere Version

Deploy a CloudFormation stack from the new CloudFormation templates, just like doing a clean installation of a
new version.

Importing the Management Server Configuration to the Second Management Server

Import the Management Server configuration to the second Management Server by executing the following
command:

impctl platform import

The arguments are the same as for the export step.

\‘ f' | Note: The imported file must be named UpgradeExport.tar.gz.zip, otherwise

\ | SecureSphere won't find the file for import.

Upgrading a Gateway

As a Gateway is stateless, to upgrade it you must upgrade the gateway stack using the new JSON file which points
to the new SecureSphere version AMI.
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Migrating an AWS On Demand
Deployment to a BYOL
Deployment

ﬂ . Notes:

| <—= |

\ % | e Before beginning this procedure, contact Imperva and obtain a BYOL license suitable to

“‘ \{ ] your requirements. The individual steps in this procedure are documented in detail
elsewhere in this Deployment Guide and in the SecureSphere User and Administration
Guides.

e The On Demand license is not supported on AWS GovCloud (US) deployments.

To migrate an AWS deployment from On-Demand to BYOL:

1. Login to the On-Demand Management Server using ssh.

2. RuntheCLl “export-remote” command and save the exported file to a remote location.
You will need the exported file later in this procedure.

Using Cloud Formation, create a new BYOL Management Server.

Login to the BYOL Management Server using ssh.

Stop the BYOL Management Server.

Run the CLI “import-remote” command and import the file you previously exported.
After the import successfully completes, start the BYOL Management Server.

Log into the BYOL Management Server GUI.

© N Uk~ w
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9. Apply the BYOL license you obtained before you began this procedure (see the note above) to the BYOL
Management Server.

10. Remove the individual On-Demand Gateways from the BYOL Gateway screen, but do not remove the Gateway
Group.

11. Create a new BYOL Gateway stack pointing to the BYOL Management Server.

12. Associate the Gateway stack with the Gateway Group.

13. After determining that the BYOL deployment is functioning correctly, you can stop and terminate the
On-Demand deployment.
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Amazon Instance Type Mapping

The table below lists the recommended mapping of SecureSphere virtual appliance model numbers and the
corresponding minimum Amazon Instance Types.

SecureSphere Virtual Appliance Model

SecureSphere Appliance Type

Minimum Amazon Instance Type

AV1000 Gateway M3.large
AV2500 Gateway M3.xlarge
AVM150 Management Server M3.xlarge
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